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Meet the new Hitachi Rail
Visht Hitachi Rail ot InnoTrans 2024, Messe Berin,
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opy Hour Invitation

Distinguished guests,

Taiwan's railway authority, Railway Bureau, Ministry of Transportation and Communication
will hold a Business Networking Event — Happy Hour session at InnoTrans 2024. Your
attendance will be greatly valued.

’m September24 (Tue.) 2pm
m Taiwan Railway Technology Solution Pavilion, Baoth no. 100, Hall 70.7, Messe Berlin

Registration starts from 1:30 p

Thank you and looking forward
to seeing you at the event! —— railway Bureau, MOTC

44 Please RSVP at (QEEIEEITERET Q or via the QR code. Contact =1t
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Network zone model
Security in depth

Fleet control center

Central authentication and
authorization Railigent X

Secure communication and

integrity protection n AG/5G/WiFi
I

Central logging

Train IT
Intrusion detection

Security

7 1 T Train control network n gateie
Automated certificate I _
management Train control E E « BT
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Asset Network Security Vulnerability ~ Anomaly & Intrusion Rule-based
Inventory Topology Event Log Association Detection Analytics

Event Correlation, Security Analytics, Visualization

Log Aggregation, Pattern Matching Deep Packet Analysis

Log Collection Passive Monitoring
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Safe and secure rail operation throughout the lifecycle
sustained by cybersecurity services

Identify security Protect your systems
risks and gaps ‘ ‘. :
: ) .
» Threat and risk analysis . .
- ap analysis + Security upda ching

Secured

processes, technology
& people )
Respond & recover Detect anomalies and
to/from cyber incidents vulnerabilities

Incident response and forensics By 'm - Vulnerability monitoring and
el . . for rai
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Buran 8
Under frame
mounting for metro

Buran 10
Under frame mounting
with inverter for metro

Buran 20
Roof mounting for
regional train

Buran 20
Inside cabinet mounting
for locomotive

]
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Architecture 0 1 Services

01 @ Integrated operation and maintenance workstation Standardized data analysis

through statistical/Al techniques
HMAX Services to provide advanced Smart

g Maintenance solutions
Veticle Condition Manitoring Signaling Condition Monitoring Other Gondition Monitoring 2
8
3
Maintenance Management (MMIS) Asset Performance / KPls Other Asset Management Services <
Q2 | Platform layer

[ omarmtom ] Standardization of
[ e o & e | | SPUTIAEATon 00 Shang
Sl e data format through Integration

7 Digmsiicdats 2 Digrosicdaln 72 Diagnosic data Layer and data storage

Ull

ﬁﬁa

(=]
N

£

85
i35
-
2
£3

Data sources

Data collection from internal
(Train, Signalling Systems and
Automation Systems) and
external (loT sensors) data

26 * HMAX J& IR B i A [

Infrastructure Monitoring Technology Stack

HITACHI Omnicom

1 X CrossTech

High Tech Vibration Monitoring SurvAl Forward Facing Ug:.ft:‘:;ied
9 On Board OLE Monitoring Closed Circuit Ty
Magnetic sensors 2 Measurement
System Solution Cameras Eystem

Technology

Rail breaks Track abnormalities Catenary Vegetation Infrastructure
mitigation mitigation Monitoring Management dimensional monitoring

Applicability
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gies Ecosolution Advantage

ironmental performances
nboard backup

0 a conventional “pasted” battery with 36 cells of 210 Ah,
f4 years, reference product on the market and for an

4)(MRX 230Ah battery shows the following enviranmental
ances:

11% reduction in energy consumption

46% reduction in greenhouse gas emissions
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Sustainability in products and processe
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